Wireless Network Setup for Windows Clients

Configuration guide to the Sissa-WiFi Wireless Network, using the default tools and drivers of
Microsoft Windows XP.

Before you start check the wireless network card driver and update it to the latest version. See the web
site of your card's manufacturer.

WPA2 and Windows XP. To use WPA2 with ciphers AES/CCMP you have to install the Service
Pack 2 and the following patch from Microsoft: http://support.microsoft.com/kb/917021, or the Service
Pack 3.

To obtain the latest Windows service pack: if your pc is connected to the Sissa network by cable, visit
the internal web site http://software.sissa.it/pub/windows/updates/ or, if you are not connected, come
to the SIS Helpdesk, in room 29 of Main Building, from 9:30 until 11:30 Monday — Friday or from
15:00 until 16:00 Monday — Thursday

SIS provides and maintains the necessary hardware to provide Internet access. Students / visitors are
responsible for their own equipment. SIS Helpdesk does not install or service personal computer
equipment.

SIS is not responsible or liable for any software obtained through the Helpdesk. SIS does not own or
make claim to any of the software presented. Any complaints or problems should be directed to the
individual authors or publishers.

Service packs are distributed by Helpdesk as a convenience to student / visitors. We cannot guarantee
that they are free of omissions or errors. To ensure a secure system, you will need to follow Microsoft's
instructions for updating and maintaining a Windows system. More information can be found at
www.microsoft.com.

YOU EXPRESSLY UNDERSTAND AND AGREE THAT YOUR USE OF THE SERVICE PACK IS AT
YOUR SOLE RISK. THE SERVICE PACK ARE PROVIDED ON AN "AS IS" BASIS AND WITHOUT
WARRANTY OF ANY KIND.

THE INSTALLATION OF THE SERVICE PACK OBTAINED THROUGH THE HELPDESK IS DONE
AT YOUR OWN DISCRETION AND RISK AND YOU WILL BE SOLELY RESPONSIBLE FOR ANY
DAMAGE TO YOUR COMPUTER SYSTEM OR OTHER DEVICE OR LOSS OF DATA THAT
RESULTS FROM THE INSTALLATION.

Note: the following tutorial explains how to associate to SISSA-WiFi (scientific network: students,
faculty and long-term visitors) net.

Important: In order to successfully log into one of the Sissa wireless networks your
password must have been updated after December 31 2007!!


http://support.microsoft.com/kb/917021
http://www.microsoft.com/
http://software.sissa.it/pub/windows/updates/
http://support.microsoft.com/kb/917021
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1. If your wireless network card is switched on you should see, in the bottom-right of the screen, an
icon signaling the presence of wireless networks.

] Wireless networks detected x

One or more of your preferred networks are in range. To see
the list and connect to a network, dick this message

2. Click this icon: the 'Wireless Network Connection' box appears.

1" Wireless Network Connection |£|

Nciwork Tkl Choose a wireless network

ﬂ Refresh network list Click an item in the list below to connect to a wireless netwark in range or to get more
information,

) Setup a wireless network Q) SISSA-WiFi On Demand sﬂ;

for a home or small office i _

ff Security-enabled wireless network (WPA) IIIII

Related Tasks {(i }) “AHH

\p Learn about wircless kf Security-enabled wireless network IIIII

networking

ﬂ? Change the order of
preferred networks

@ Change advanced
settings

Connect




3. Select the network (SSID) to which you want to connect, click 'Connect' button on the bottom-right
of you screen.

11 Wireless Network Connection

Please wait while Windows connects to the 'SISSA-WIFT network,
H wireless network

Detecting netwark type. .. Validating identity

[ e ]‘ Cancel I 1 wireless network (WFPA)

= = 5 network key. You are currently connected to this
network. To disconnect from this network, dick Disconnect below.

ﬂir Change the order of
preferred networks

@ Change advanced
settings

Disconnect
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4. After few seconds, above the wireless network icon, you'll see a box notifying "'Windows was unable
to find a certificate to log you on to the SISSA-WiFi'. This is not an error. Proceed with 'Change
advance settings' on the bottom-left of the "'Wireless Network Connection' box.

139 Wireless Network Connection

Network Tacke Choose a wireless networlk

’l‘o‘ Refresh network list Click an item in the list below to connect to & wireless netwark in range or to get mare
information.

SISSA-WiFi validating identity +'¢:

<2 St up a wireless network
=a (= )]
for a home or small office ( i )

% Security-enabled wireless network (WPA) IIII!
SIS5A-AMM

Related Tasks ({i})

3 : :
i) Learn about wireless 't security-enabled wireless netwark IIII!
netwarking

3‘} Change the order of
preferred netwarks

'@5 Change advanced
sethings

91 wireless Network Connection X
Windows was unable to find a certificate to log you on to the Disconnect
network SISSA-WIFi
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5. On the 'Wireless Network Connection Properties' box, click the "Wireless Network' file card. Now
select the 'SISSA-WiFi (Automatic)' entry, and click 'Properties’

- Wireless Network Connection Properties E”z|

General | WWirsless Metworks |_,'-'c||:|uance|j|

lUge Windows to configure my wirgless network settings

Available networks:

To connect to, disconnect from, or find out more information
about wirgless netwarks in range. click the button belaw.

View Wireless Metworks

Prefemed networks:
Automatically connect to available networks in the order listed
below:

P SISSA-WIFi (Automatic) Move up

Add... H Bemove H Froperties ]
||:-§|E-:fT E’I;?ilartns.eﬁinq up wirsless network

I 0K H Cancel ]




6. From the file card 'Association' that should be already filled with WPA/TKIP (WPA2/AES if you are
connecting to SISSA-AMM), move to the file card 'Authentication’

SISSA-WiFi properties

Association |Futhenticati-:nn || Connection

Network name (SSID):  [SISSA-WIF |

Wirgless netwark: key

This netwark requires a key for the following:

Metworle Authentication: | A |
Data encryption: |TKIF‘ - |
Metwark ke | |

Confirm nebwork, key: | |

F.ep indey [advanced): I:I




7. In the field 'EAP type' select 'Protected EAP (PEAP)' instead of 'Smart Card or other Certificate'

SISSA-WiFi properties

Fssuciati-:unl Futhentication Cl:unnectil:un|

Select thiz option to provide authenticated network. access for
wirelezs Ethermet network s,

Authenticate as computer when computer information is available

[] Autherticate as guest when user or computer information is
unavailable

[ OK ] [ Cancel




8. Click on the 'Properties' button to configure PEAP

SISSA-WiFi properties

ﬁssnciati-:nnl Authentication | Connection |

Select thiz option to provide authenticated network, access for
wirglezz Ethemet networkz,
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Authenticate as computer when computer information is available
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[ ] Autherticate as guest when user or computer information is
unavailzble

[ oK ] [ Cancel




9. Click on 'Validate server certificate' button to remove the selection

Protected EAP Properties

When connecting:

[v]validate server certificate!

|:| Connect to these servers:

Trusted Root Certification Autharities:

[] aBA.ECOM Root CA ~
[] autoridad Certificadora de |a Asociacion MNacional del Motaria —
[] autoridad Certificadora del Colegio Macional de Correduria P
[] Baltimore EZ by DST

|:| Belgacom E-Trust Primary CA

|:| CEW HET SecureMet CA Class A

|:| CEW HET SecureMet CA Class B

< |

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

[ £

.

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) w |

[]Enable Fast Reconnect

Ok H Cancel ]




10. Proceed clicking 'Configure' button in the 'Select Authentication Method' area, already filled with
'‘Secured password (EAP-MSCHAP v2)'

Protected EAP Properties

When connecting:

[ ¥alidate server certificate!

Y, LL LD L

[ ] aBA.ECOM Root CA

[ ] Autoridad Certificadora de la Asociadion MNadonal del Motaria
[ ] Autoridad Certificadora del Colegio Macional de Correduria P
[] Baltimore EZ by DST
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|:| C&W HET SecureMet CA Class A

|:| C&W HET SecureMet CA Class B
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Select Authentication Method:
|Secured password (EAP-MSCHAP v2) w |

[]Enable Fast Reconnect

Ok H Cancel ]




11. Uselect from 'Automatically use my Windows login name and password (and domain if any)'

EAP M5CHAPv2 Properties

When connecting:

Automatically use my Windows logon name and
password (and domain if amy).

| oK |[ Cancel ]

12. Now 'OK' button

EAP M5CHAPv2 Properties

When connecting:

D?&J_rtcumaticalh_.r use my Windows logon name and ;
password (and domain if any).

[ oK ][ Cancel ]




13. Now move on the file card 'Connection' and unselect 'Connect when this network is in range’'

SISSA-WiFi properties

| Association || Authentication | Connection

Automatic connection

Whenever this netwark is detected, Windows can connect
to it automatically.

[w]iZonnect when this network is in range!

QK ] [ Cancel




14. Confirm with 'OK'. From the configuration menu you should now see 'Sissa-WiFi (On Demand)' in
the "Wireless Networks' file card. Again 'OK' to confirm and exit.

-+ Wireless Network Connection Properties |E|E|

General Wireless Networks | ﬁdyancedl

[wise Windaws to corfigure my wircless retwark settingsi

Available networks:

To connect to. disconnect from, or find aut more information
about wirsless netwaorks in range, click the button below.

View Wirgless Metworks

Prefemed networks:
Automatically connect to available networks in the onder listed
below:

i SISS5A-WIF (On Demand) Ve

Add... H Bemove ][ Properties ]

Leam about setting up wircless networe
corfiguration. =

[ oK H Cancel ]




15. Back in the 'Wireless Network Connection' box. You should see 'SISSA-WiFi' in the list of the
available networks, now with 'On Demand' on the right edge. Select it and click 'Connect' button.

Network Tasks

g Refresh network list

< Setup a wireless network
for @ home or small office

Related Tasks

-,_:!‘-,“.I Learn about wireless
networking

iﬂf Change the order of
preferred netwaorks

@b Change advanced
sethings

131 Wireless Network Connection

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more

information,

((e))

('Ei})

SISSA-WiIR

Hr'} Security-enabled wireless netwaork (WPA)

This network requires a netwark key. If you want to connect to this network,
dick Connect.

SISSA-AMM

3 : !
i Security-enabled wireless network III!!




16. After few seconds, in the bottom-right, appears the notification window 'Click here to select a
certificate or other credentials for connection to the network SISSA-WiFi'. Click on the window to

open the 'Enter Credential' box.

1 Wireless Network Connection

s bwork T Choose a wireless network
Click an item in the list below to connect to a wireless network in range or to get more

g Refresh network list
information.

Validating identity ¢

.,—_g Setup a wireless network
for & home or small office

——— Wireless Network Connection |£| oA
nect below.

1) Learn about wireles]
networking

Change the order of Please wait while Windows connects to the 'SISSA-WIF' network.

preferred networks
Waiting for netwaork to be ready...
@ Change advanced

settings
( LLLL J ‘ Cancel J

Disconnect

591 Wireless Network Connection
Click here to select a certificate or other credentials fo
connection to the network SISSA-WIF
% 3 2:25PM

Metwork Co...




17. Insert your username and password (the same you use for webmail, shannon, etc.). but leave the
'logon domain' field empty.

Enter Credentials

User name: | |

Password: | |

Logon domain: | |

L Ok ] [ Cancel




18. If the credentials you enter are correct, you should see on the right 'Acquiring network address' and
after few seconds 'Connected'. You're in!

1" Wireless Network Connection |£|

Choose a wireless network

Network Tasks
ﬁ Refresh network list Click an item in the list below to connect to a wireless netwark in range or to get mare
information.
;’% Set up a wireless network {,: }) SISSA-WiFi Connected f:i'
for @ home or small office i _
"f Security-enabled wireless netwark (WPA) IIII!
Related Tasks {(i}) SIS5A-AMH
i - i seaun - atdl
Learn about wireless 't Security-enabled wireless network [

networking

¢ Change the order of
preferred networks

Change advanced
settings

Disconnect




